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Introduction

* VAD (Voice Activity Detection)

— The algorithm to extract the presence or absence
of human speech in speech processing.

e Source-level VAD

— Audio signal

— Silence suppression
 Network-level VAD

— Network traffic
— Flow identification, QoS measurement



e The differences between source-level and network-
level VAD

_ source-level network-level

input audio signal network traffic

location speaker’s host network node

purpose silence suppression traffic management
echo cancellation QoS measurement
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Introduction (contd.)

e Challenges
— Payload encryption
— Skype do not support silence suppression

e Contribution

— We propose a network-level VAD that can infers
speech activity from encrypted and non-silence-
suppressed VolP traffic.



Data Description

e Experiment setup

Relay Node
(Chosen by Skype)

Receiver
/7 N
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Data Description (contd.)

* Trace summary

Total # of traces #TCP m

1839 1427 412

# Relay node Mean packet size | Mean time period

1677 109.6 bytes 612.5 sec
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Proposed Scheme

 The indicator of voice activity — packet size
e Smoothing
e Adaptive thresholding



The indicator of voice activity — Packet size

Human speech recording
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Packet size (bytes)

Packet size (bytes)
90 105 120 135

Smoothing

* EWMA (Exponentially Weighted Moving Average)

80 110 140 170

Observed packet size process
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EWMA smoothing process
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EWMA :
P =AY, + (1= )P,
(1=0.2)
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Y : Observed packet size
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Packet Size (bytes)
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Adaptive thresholding
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Adaptive thresholding (contd.)

P : 140 bytes

(P +T,)/2 =110 bytes

%

T, : 80 bytes

(P +T,)/2 =107 bytes

T, : 74 bytes
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Adaptive thresholding (contd.)

!!.1 m

Packet Size (bytes)
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Performance Evaluation

e Number of ON periods

Number _of _estimated ON _ periods
Number _of true ON _ periods
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Performance Evaluation (contd.)

* Average length of ON periods

Mean length of estimated ON _ periods
Mean length of true ON _ periods
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Performance Evaluation (contd.)

e State correctness

M _and _N|
ON period -> 1
‘M _or_ N‘ OFF period ->0
True speech activity (M) : 111 11011 11111
Estimated speech activity (N): 01111 1 11 1110111
M and N: 111 1 11 11011

MorN:01111 11011 1111111



Performance Evaluation (contd.)

e State correctness
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Conclusion

e We propose the network-level VAD which
infers speech activity from network traffic
instead of audio signal.

e We propose a VAD algorithm that can extract
voice activity from encrypted and non-silence-
suppressed VolP network traffic.



e Thanks
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Backup slides



VAD on audio signaling
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J.-S. R. Jang, “Audio signal processing and recognition,”
http://www.cs.nthu.edu.tw/jang
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Packet size (bytes) Voice volume (dB)

Bit rate (Kbps)
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| am a student of National Taiwan University.



Performance Evaluation (contd.)

e Number of ON periods
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Performance Evaluation (contd.)

* Average length of ON periods
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Performance Evaluation (contd.)

e State correctness
M A N|
M UN|

True speech activity (M) : 111 11011 11111

Estimated speech activity (N): 01111 1 11 1110111
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