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ABSTRACT
We propose a general des�gn for secure collaborat�on systems, 
wh�ch �s underp�nned w�th an access control pol�cy model, an 
adm�n�strat�ve scheme, and an enforcement scheme, based on the 
Typed Usage Control (TUCON) model. TUCON �s a general�zed 
form of the usage control model (UCON) proposed recently. By 
ut�l�z�ng mutable object attr�butes, UCON can reflect the dynam�c 
nature of ad-hoc collaborat�ons such as temporal and/or spat�al 
usages. In TUCON, every object has an object type as a pers�stent 
attr�bute, wh�ch works as a name space that �nd�cates an 
organ�zat�on to wh�ch the object belongs. W�th object types, 
TUCON pol�c�es can d�st�nctly control �ntra-organ�zat�on and 
�nter-organ�zat�on �nformat�on flows. Th�s approach ach�eves the 
autonomy of collaborat�ve teams as well as the mutual 
conf�dent�al�ty of collaborat�ng organ�zat�ons.   

Categories and Subject Descriptors
D.�.� [Operating Systems]: Secur�ty and Protect�on—Access 
controls; K.�.� [Management of Computing and Information 
Systems]: Secur�ty and Protect�on—Unauthorized access

General Terms
Secur�ty 

Keywords
Access Control, Informat�on flow, Usage Control, Collaborat�on. 

In order to �ncrease the product�v�ty and eff�c�ency of �ntellectual 
act�v�t�es such as sc�ent�f�c or eng�neer�ng research, the 
�mportance of collaborat�ve work among concerned organ�zat�ons 
�s well understood. To date, d�str�buted comput�ng technolog�es 
such as v�rtual pr�vate network�ng, peer-to-peer f�le shar�ng, Web 
serv�ces, and Gr�d, are expected to encourage �nter-organ�zat�onal 
collaborat�on �n academ�c and commerc�al sectors. 

For secure collaborat�on, a pr�mary concern �s how to balance the 
compet�ng goals of autonomy and confidentiality w�th respect to 
�ntra- and �nter-organ�zat�on �nformat�on flows. Several 
approaches have been proposed �n l�teratures. However, �t �s st�ll a 
research �ssue to capture the dynam�c nature of ad-hoc 
collaborat�ons such as temporal and/or spat�al usages. 

We propose a general des�gn for secure ad-hoc collaborat�ons, 

wh�ch allows the dynam�c changes of object attr�butes such as 
user locat�ons as well as the autonomy and conf�dent�al�ty of 
collaborat�ve work, �n a model-based approach as follows. 

F�rst, we show an access control pol�cy scheme for �nter-
organ�zat�onal collaborat�on, based on the Typed Usage Control
(TUCON). TUCON �s a general�zed form of the usage control 
model (UCON), wh�ch can capture the dynam�c features of 
collaborat�ve work w�th attr�butes that represent trans�ent states of 
an object such as task progress. TUCON �ntroduces an object type
as a pers�stent attr�bute that �s ass�gned to an object �n �ts creat�on 
t�me. A typed pa�r of a subject and an object d�st�ngu�shes �nternal 
act�v�t�es �n a s�ngle organ�zat�on from external act�v�t�es 
spann�ng d�fferent organ�zat�ons. W�th a un�que type ass�gned to a 
collaborat�ve team (�.e., a v�rtual organ�zat�on), our TUCON-
based pol�cy scheme allows f�ne-gra�ned �nformat�on flow control 
beyond organ�zat�onal boundar�es, and the autonomy of 
�nd�v�dual collaborat�ve teams. 

Second, we propose a joint administrative model (JAS), wh�ch 
enables collaborat�ng organ�zat�ons to adm�n�strate the�r TUCON 
pol�c�es as an agreement w�th conf�dent�al�ty requ�rements (e.g., a 
non-d�sclosure agreement). S�nce a TUCON pol�cy �nvolves 
exactly two organ�zat�ons, �t can prevent a collaborat�ng 
organ�zat�on from leak�ng sens�t�ve data w�thout the opponent's 
agreement. Furthermore, by allow�ng collaborat�ng organ�zat�ons 
to update the�r agreement, our scheme can flex�bly support 
d�verse relat�onsh�ps of collaborat�ng organ�zat�ons. 

For TUCON pol�cy enforcement, we develop an enforcement 
scheme w�th attribute monitors �n a d�str�buted env�ronment. In 
order to solve the problem that a platform �n a d�str�buted system 
may host several ent�t�es of d�fferent organ�zat�ons as a result of 
user act�v�t�es �n collaborat�ve work, we deploy attr�bute mon�tors 
on d�str�buted platforms, wh�ch recogn�ze user act�v�t�es over 
remote platforms from process execut�on sequences, and 
appropr�ately update object attr�butes. Work�ng w�th the attr�bute 
mon�tors, the pol�cy enforcement po�nt (PEP) on a platform can 
correctly enforce a TUCON pol�cy throughout a d�str�buted 
system. 

F�nally, we present a d�str�buted arch�tecture for secure 
collaborat�on, wh�ch cons�sts of pol�cy adm�n�strat�on po�nt (PAP), 
user platforms, and attr�bute repos�tor�es. PAP allows the 
representat�ves (or adm�n�strators) of collaborat�ng organ�zat�ons 
to make an agreement on a TUCON pol�cy based on the JAS. 
User platforms perform collaborat�ve serv�ces under the attr�bute-
based enforcement scheme w�th attr�bute mon�tors. An attr�bute 
repos�tory securely forwards object attr�butes over collaborat�ng 
organ�zat�ons. We have �mplemented a prototype system based on 
th�s arch�tecture and have been study�ng the effect�veness of our 
proposed scheme and the performance w�th some example 
appl�cat�ons. We are further opt�m�z�ng the �mplementat�on, and 
apply�ng �t to pract�cal �nformat�on shar�ng solut�ons.  
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ABSTRACT
A secure multicast framework should only allow authorized
members of a group to decrypt received messages; usually
one “group key” is shared by all approved members. How-
ever, this raises the problem of “one affects all,” whereby
the actions of one member affect the whole group. Many
researchers solve the problem by dividing a group into sev-
eral subgroups, but most existing solutions require a cen-
tralized trusted controller to coordinate cryptographic keys
for subgroups. We believe this is a constraint on network
scalability. In this paper, we propose a novel framework
to solve key management problems in multicast networks.
Our contribution is three-fold: 1) We exploit the ElGamal
cryptosystem and propose the idea of key composition; 2) A
distributed key assignment protocol is proposed to eliminate
the need for a centralized trust controller in a secure multi-
cast network that leverages proxy cryptography; and 3) We
adopt a hybrid encryption technique that makes our frame-
work more efficient and practical. Comparison with similar
frameworks shows the proposed scheme is efficient in both
time and space complexity. In addition, costs of most pro-
tocol operations are bounded by constants regardless of a
group’s size and the degree of transit nodes.

Keywords
ElGamal cryptosystem, key composition, proxy cryptogra-
phy, secure multicast
A great deal of research has focused on security mech-

anisms for multicast trees and group communications. In
general, secure multicast mechanisms, can be classified as
centralized, decentralized, or distributed. Centralized mech-
anisms, like LKH, employ a single entity to control the whole
group and seek to minimize storage, computational power,
and bandwidth requirements. However, since there is only
a single entity, the possibility of single point of failure in-
creases. Decentralized methods, such as IOLUS, DEP, and
cipher sequence, divide a group into several subgroups. Bet-
ter scalability and reliability are achieved by confining fail-
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ures to subgroups. Nevertheless, these methods still require
a centralized controller to coordinate the cryptographic keys
for different subgroups. Distributed approaches, like GDH
and TGDH, eliminate centralized controllers. All group
members can contribute to the required cryptographic key
or it can be generated by one member. The result is a group
key shared by all members. Thus, each user must be aware
of the group membership list. In addition, computation and
communication requirements may grow linearly as the num-
ber of group members increases. Each approach has benefits
and drawbacks. However, to construct a large-scale secure
multicast network, especially one that requires the collabo-
ration of nodes in different administrative domains, we be-
lieve a hybrid framework that uses a decentralized model
working in a distributed manner is a good choice.
In this paper, we propose a secure multicast framework

that takes advantage of both the decentralized and distributed
approaches. We construct the framework in two steps. First,
we exploit the mathematics used in ElGamal cryptogra-
phy [2] and proxy cryptography [1] and extend the calcu-
lations to develop a technique for key composition. Then,
using key composition, we propose a distributed key assign-
ment protocol (DKAP) that eliminates the centralized con-
troller used in proxy cryptography-based secure multicast
networks. The framework leverages proxy cryptography to
deliver key encryption keys (KEKs). Proxy cryptography has
several benefits, including lower key storage requirements,
content invisibility on intermediate proxies, and low compu-
tational complexity regardless of degrees of a proxy. Since a
proxy converts an encrypted message without understand-
ing the original message, it is suitable for a large-scale net-
work, especially when most intermediate nodes are not to-
tally trusted.
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